3
CLICKGUIDE  February 01, 2024, V1.0 Y? TOLD

STYRELSEN

STI-STP Access Point for Production
N BN N

Click guide



CLICK GUIDE

You are currently at step 7, Configuration, in the onboarding process for the Shared Trader Interface (STI) system-to-system solution.

Start

Test environment

4. Configuration 6. Conformance

Production environment

7. Configuration 8. Connectivity
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Preface

Purpose
The purpose of this click guide is to provide a guide for ordering an Access Point in Shared Trader Interface-Shared Trader Portal (STI-STP) as a part of Conformance testing
during ICS2 System-to-System onboarding.

Requirement

As a requirement to this guide, the reader should be able to log on to the STI-STP Production Environment.

Note
e The images shown in this guide are based on fest data.
e Inthe click quide, all actions are highlighted. In the 'Step' column, all actions are marked in bold, and in the 'Screendumps' column, all actions are marked with

orange boxes.

Abbreviations
e  STI-STP: Shared Trader Interface (STI) / Shared Trader Portal (STP)
e  S2S: System-to-System
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Order Access Point in STI-STP Production Environment

Follow this click guide to inifiate the process of ordering an Access Point in the STI-STP Production Environment. Log on to the STI-STP production environment.

Process

Step

Screendumps

Order Access
Point in STI-STP

1. Navigate to STI-STP on the
left side and click Manage
Preferences.

STI-STP

Y

Create ENS Filing

Submit Arrival Notification
Search Messages

Manage Preferences
Self-Conformance Test Campaign

Upload Several ENS Filing

2. Click on Change type of
Preferences.

European Commission >

B DASHBOARD

= SEARCH FOR SUBMISSION
I DRAFT

G ATTACHMENT

INF

STI-STP

European
Commission

TAXATION AND CUSTOMS UNION

DG TAXUD > EU Customs Trader Portal > Manage Preferences

Manage Preferences

Preferences as | am an EO declarantirepresentative acting also as a sender. Change type of Preferences
. y

e Notifications
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3. Select the opfion best
suited for your needs.

It is recommended to select |
aman EO
declarant/presentative
acting also as a sender.

Click on Continue

[ fla
Commission|  TAXATION AND CUSTOMS UNION

= European Commission > DG TAXUD > EU Customs Trader Portal > Manage Preferences.

WSSION Manage Preferences

4. Further down on the page
‘Manage Preferences’ you
will be able to adjust
notifications to your needs by
furning them on or off.
Notifications have no effect
on ordering an Access Point.

European

Commission TAXATION AND CUSTOMS UNION

European Commission > DG TAXUD > EU Customs Trader Portal > Manage Preferences

Lnange ype o HTETErences.

83 DASHBOARD
> SEARCH FOR SUBMISSION
W DRAFT Notifications

9 ATTACHMENT

NF 5 OPTIONAL NOTIFICATIONS AS PERSON FILING AS CARRIER
STISTR v IE3RD1 ENS Registration R
IE3NO2 ENS Not Complete Notification a
[ §
IESNOS High Risk Cargo & Mail screening request notification
OPTIONAL DUPLICATE S$T1 STP NOTIFICATIONS
«
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5. At the boftom section of
the page, you will find
‘Default Communication
Path’ and ‘Access Point
Configuration’. It is important
to fill out Access Point
Configuration first.

Click on Add Party ID

6. Start by entering your
Party ID. Your Party ID is the
EORI number of your
Company.

EORI numbers consists of 10
digits. E.g. DK12345678.

i- ~ European
= E Commission

85 DASHBOARD

> SEARCH FOR SUBMISSION
I ORAFT

Qo ATTACHMENT

INF

sTISTP

TAXATION AND CUSTOMS UNION

IE3Q03 Receive High Risk Cargo & Mail screening request

Default Communication Path

D

Business Domain Communication Path Party ID Action
No resuits found
Party Id Definition
PatyiD  Message Exchange Pattern Endpoint (URL) TLS Client Cortificate Supported STI Contact Phone. Action

No resutts found

Access Point Configuration - Add Party ID

PARTY ID CONFIGURATION

e E

Message Exchange Pattern *

Endpoint (URL) *

=)
J
vu_rsir

TLS Client Certificate

Supported ST service .
version

TECHNICAL CONTACT

Phone ‘
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7.In the field ‘Message
Exchange Pattern’ you can
choose between PUSH or
PULL.

Choose PUSH if your
company has set up an AS4-
server. In this instance you
must fill out ‘Endpoint (URL)’.

Choose PULL if your
company HAS NOT setup an
AS4-server. In this instance it
is not possible to fill out the
next field ‘Endpoint (URL)’.

8. If you are using PUSH, you
must provide your AS4
Gateway Endpoint in
Endpoint (URL).

Access Point Configuration - Add Party ID

PARTY ID CONFIGURATION

Party ID* ‘ ‘

Message Exchange Pattern * I v ‘I

Endpoint (URL) * ‘

TLS Client Certificate [

Supported STI service .
version

TECHNICAL CONTACT

Name ‘

Email ‘

Phone l

o o

Access Point Configuration - Add Party ID

PARTY ID CONFIGURATION

Party ID* ‘

Message Exchange Pattern * ‘

Endpoint (URL) * I I
{4056

TLS Client Certificate ‘

Supported ST service ..
version

TECHNICAL CONTACT

Email ‘

hone |
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9. Enter the certificate you
want to use for Transport
Layer Security in the field TLS
Client Certificate.

The format must be a
base6é4 coded string
beginning with “----- BEGIN
CERTIFICATE-----" and
ending with “----- END
CERTIFICATE-----".

NOTE: It is recommended to
use the MitID Production
Certificate created for you.
You will also be using it for
signing AS4 messages.
However, any SSL certificate
can be used if the Certificate
Authority is on the EU’s list of
approved CAs (Certificate
Authorities).

Access Point Configuration - Add Party ID

PARTY ID CONFIGURATION

Party ID* ‘

Message Exchange Pattern * ‘

Endpoint (URL) * ‘

TLS Client Certificate E

Supported STI service .
version

TECHNICAL CONTACT

Name ‘

Email ‘

Phone ‘
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10. In the field ‘Supported STI
service version’ you should
always choose the latest
version of service available.

11. Under ‘Technical Contact’
you must provide contact
information of the
Company’s technical contact.
This includes:

Name
Email
Phone number

Access Point Configuration - Add Party ID

PARTY ID CONFIGURATION

Party ID* ‘

Message Exchange Pattern * ‘

Endpoint (URL) * ‘

TLS Client Certificate

Supported STI service .
version

TECHNICAL CONTACT

Name ‘

Email

Phone l

Access Point Configuration - Add Party ID

PARTY ID CONFIGURATION

Message Exchange Pattern *

TLS Client Certificate

Supported STI service .

Endpoint (URL) * ‘
version ‘

TECHNICAL CONTACT

Name ‘

Email

Phone l

o o

10




CLICK GUIDE

12. After providing the

necessary information click
Save and Notify to order the
Access Point Configuration.

Do not click save. Click Save
and notify.

Access Point Configuration - Add Party ID

PARTY ID CONFIGURATION

Party ID*

Message Exchange Pattern *

Endpoint (URL)

TLS Client Certificate

Supported STI service ..
version

TECHNICAL CONTACT

Name

Phone

‘ DK14106928

‘ PULL

‘ ——BEGIN CERTIFICATE— MIIGHZCCBQegAWIBAgIEXOF ...

‘ EU-ICS2-TI-V2.0

‘ Test Testesen

l test@testmail.com

+45 12345674

Cancel ’ Clear l

Save and Notify

11
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12

13. Now you need to sef up
your Default Communication
Path. This is done o
establish communication to
the System-to-System
solution.

Click Add Communication
Pathfo setup a
communication path.

European
Commission

\

TAXATION AND CUSTOMS UNION

85 DASHBOARD

S SEARCH FOR SUBMISSION

B ORAFT Defauit Communication Path
Qg ATTACHMENT

INF v Business Domain

sTISTP v No resulls

Access Point Configuration

Party Id Definition

14. First you must choose the
Business Domain. The
optfions consist of Postal,
Maritime, Air, Rail, Road and
Express. Here you will need
fo choose the relevant
Business Domain for the
communication path.

Access Point Configuration - Add Communication Path

Business Domain * [ v

Communication Path * w ‘

Party ID* [ v




CLICK GUIDE

15. Next you must choose
S$2S in the dropdown menu
‘Communication Path’.

16. Choose your Company’s
EORI number from the
dropdown menu Party ID.

Click Save

Access Point Configuration - Add Communication Path

Business Domain * [

Communication Path * [

Party ID* [

Access Point Configuration - Add Communication Path

Business Domain * [

Communication Path * [

Party ID *

13
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17. It is important that you
save your preferences after
adding a communication
path.

Scroll down and click Save
Trader Preferences

n European
Commission

der Portal > Manage Preferenc

TAXATION AND CUSTOMS UNION

e

8§ DASHBOARD -—BEGIN CERTIFICATE—— MIIGH2CCB QegAWIBAG EXOF GKJANBKGNKIGIWOBAQSFADBAMQSWC QYDVQQGEWJE

 SEARGH FOR SUBMISSION
B DRAFT

S ATTACHMENT

INF ~

STISTR v

DK14106928  PULL

e T tesigtestmaicon o
TIV20 Teslesen = 12345678

CIOVXDH

OWBIDVaBHVVBHIHEN3NDBY91F END CERTIFICATE:

Save Trader Preferences

version 1.8 0.0 - 13/12/2023

18. Upon clicking Save
Trader Preferences two
green boxes will appear to
confirm that you have
successfully saved your
preferences and ordered an
Access Point.

Save Trader Preferences

SUCCESS

Save Trader Preferences

Your changes have been
communicated to ITSM







